CUSTOMER SUCCESS STORY

Allina Health Ensures
HIPAA Compliance
B AC KGROUND
As the major healthcare provider for
the state of Minnesota, Allina Health
employs more than 23,000 people.
The organization is a leader in digital
healthcare with one of the first and
most comprehensive electronic
medical record systems in the United
States. In addition, Allina Health’s
mobile environment has continued to
increase, and is now approximately
25% of their fleet.

RESULT S
CHAL L E N G E
Allina Health employs a large, highly mobile team who use devices
that are often off the corporate network. As a leading healthcare
organization, Allina is required to meet and prove compliance with
HIPAA and other health regulations. Therefore, having visibility and
control of their entire device fleet at all times is a necessity. The IT
team needed a solution to help them:
• Track their 10,000 devices, even when off the network
• Prove that security controls — SCCM client, antivirus, encryption
— are always in place
• Identify devices that are missing or not being used

Absolute helps reduce costs of healthcare organization
by enabling self-healing security controls on all devices.

Absolute has helped Allina Health:

Save over $1M

Prove HIPAA compliance

Achieve 95% laptop
auditing accuracy

SOLUTI O N
Allina Health sought out Absolute to provide a solution for endpoint visibility
and control as well as data breach protection. The healthcare organization’s
first successes with Absolute came from improved efficiencies with asset
intelligence leading to significant cost savings.
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“I sleep better at night knowing
that if a device goes missing,
we have the tools and services
that Absolute provides to track
it down…and validate that
encryption was in place [when
the incident occurred].”
DANIELLE BONG
IT ASSET MANAGER
ALLINA HEATH

They now also harness the self-healing benefits provided by Absolute’s
Application Persistence® to enable compliance through ensuring that SCCM,
antivirus, and encryption are always installed and working as intended. If a
device gets stolen, they are able to validate that encryption was in place
at the time of the incident. “From an incident perspective, we can show
[the missing laptop] was encrypted at X time,” Brad Myrvold, Manager of
Desktop Technology at Allina Health explains. “There’s enough there to prove
compliance.”

RESU L TS
With Absolute, Allina Health has been able to save over one million dollars by
identifying underutilized assets, prove compliance with HIPAA by validating
that encryption is in place on all devices, at all times, and achieve 95 percent
laptop auditing accuracy.
Allina’s team has been able to use Absolute to determine whether missing
devices have been turned on since last seen by their employees. They then
file investigations to attempt recovery of the device. This allows them to
recover the costs of the hardware and extend their IT budget.
Their asset team and technicians also benefit from using Absolute to keep
track of which hardware and software is actually being used. “If we have a
device off the network for 30, 60, 90 days, we get alerts. We use it for our
underutilized asset list. We then go back and ask why are they still out there,
collect and repurpose. It comes back to considerable savings.”
For more information about Absolute solutions please visit absolute.com
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ABOUT ABSOLUTE
Absolute empowers more than 12,000
customers worldwide to protect devices,
data, applications, and users against
theft or attack — both on and off the
corporate network. With the industry’s
only tamper-proof endpoint visibility
and control solution, Absolute allows
IT organizations to enforce asset
intelligence, automated agent remediation,
and data compliance for today’s remote
digital workforces. Absolute’s patented
Persistence® technology is embedded
in the firmware of Dell, HP, Lenovo, and
other leading manufacturers’ devices for
vendor-agnostic coverage, tamper-proof
resilience, and ease of deployment. See
how it works at absolute.com and follow
us at @absolutecorp.
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